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An encryption system can only be secure if

>

It rests on sound principles

>

It is implemented properly

= « Security of Principle »

= « Security of Implementation »
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» Costs

» Reconfigurability

» Redundancy

» Throughput increase by
aggregation

» Range extension
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Quantum Key Distribution Testbed Network with the following goals

1. Long-term operation and testing of the network
2. Used with high bandwidth real traffic

3. Development of testing and management tools
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Quantum Key Server
(6 servers, 3 links)

»  Provably secure key distribution »  Robust and reliable technology
»  Key rate: 1000 bps over 25km/6dB >  « Network ready » - no physicist needed
»  Standard range: 50km (100km upon >  Patent protected

request)
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April 20th October 8th

Quantum Bit Error Rate (QBER)
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www.swissquantum.com Cumulative operation time of 12’000 hours
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IPsec (UNIGE) - IKE Phase 2 duration [ms]

> Secure integration of the Quantum & -
Key Distribution protocol withinan ¢ =
IPseC StaCk ) - 26 27 28 29 30 o1 g2
Current: 34.17 Average: 34.17 Maximum: 52.594
> Throughput Of up tO 400 MbpS On IPsec (UNIGE) - Successful QKD key requests
commodity PCs running under Linux 3 =
g s
Current: 9.4256m Auei};ge: ?39 m ;agximum: 3016.?1 mGl ”
" QoS Manager - Bandwidth Average [Kbpsl]
H e s h e | g_Vd % 26 27 28 29 30 ol o2
Haute Ecole d Ingénierie et de Gestion ﬂﬂCurren‘c: 6.64 k  Average: 6.64 k  Maximum: 6.67 k

du Canton de Vaud
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»  Transparent for the network E e
. 100% of bandwidth available for data 2 JU
transmission (no encryption tax) E 2 M
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Current: 5.66 k Average: 1.56 M Maximum: 14.28 M
Centauris (CERN) - Successful QKD Key Requests
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Follow the progress of the SwissQuantum testbed on www.swissquantum.com
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